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Internet of Things notion is an emerging and popular
concept, which 1s composed of heterogeneous networks.
Wireless sensor network plays a vital role in such notion,
where the users can directly send control commands and
gather sensed data to and from deployed sensors,
respectively. Hence, 1n such network, access security is
much more essential and the user authentication scheme 1is
one of popular security topics in WSN. Previous
authentication works usually focus on one user to one
sensor accessing scenario. However, for future IoT
applications, such as smart-home, there are a huge amount
of sensor nodes in WSN architecture, where one user usually
wants to control multiple sensor devices in a short time or
at the same time. In such network phenomenon, we call it as
a bunch of accesses scenario. Accordingly, this project
proposes an authentication and key agreement scheme, which
enables a remote user to efficiently complete multiple
authentication processes at a time in a bunch of accesses
scenario. This proposed authentication scheme is suitable
for the resource-constrained WSN architecture. Further, our
scheme also considers the security flaws of two-factor
authentication and designs a stronger security protection.
In our security feature and performance evaluation, our
proposed scheme achieves several security goals and,
meanwhile, ensures the efficiency.

Internet of Things ;Wireless sensor network ; two-factor
authentication
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Internet of Things notion is an emerging and popular concept, which is composed of heterogeneous networks.
Wireless sensor network plays a vital role in such notion, where the users can directly send control commands
and gather sensed data to and from deployed sensors, respectively. Hence, in such network, access security is
much more essential and the user authentication scheme is one of popular security topics in WSN. Previous
authentication works usually focus on one user to one sensor accessing scenario. However, for future IoT
applications, such as smart-home, there are a huge amount of sensor nodes in WSN architecture, where one
user usually wants to control multiple sensor devices in a short time or at the same time. In such network
phenomenon, we call it as a bunch of accesses scenario. Accordingly, this project proposes an authentication
and key agreement scheme, which enables a remote user to efficiently complete multiple authentication
processes at a time in a bunch of accesses scenario. This proposed authentication scheme is suitable for the
resource-constrained WSN architecture. Further, our scheme also considers the security flaws of two-factor
authentication and designs a stronger security protection. In our security feature and performance evaluation,
our proposed scheme achieves several security goals and, meanwhile, ensures the efficiency.

Keywords—Internet of Things ;Wireless sensor network ; two-factor authentication
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Generate a random (};, and current timestamp
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MPK=H(qi® UPW;)
RUK=H(Tr4|| MPKj)
RU;= UID; ®RUK;
{RU;, UID;, Tre}

>

Checks if Teg - Try >AT ?

RUK= RU; & UID;

Generate random Pgy; associating with the user i
ri=H(UID;|[Pewnl| Pcui)

U=H(RUKj|| Pguil| i)

Wi=r; ®u;

personalizes user’s smart card USC
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F R AP BOEL S W ORI TR
““?mﬁﬁ&ﬂﬁ’*ﬁﬂﬁ‘l EAEE P
By g#iﬁ%’iﬁé_iﬁ”ﬁéﬁ—

AR TR EE LA

WEFT M - HBLEP ER
B E N REEAR 0 T
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ER Ry

f)ngr#b}‘g\‘;;gljﬁé HiH ¢~

B%ﬁ fg’,i}g;}c
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User(U;) (the known information: UID;, MPK;)

RSN () (the known information:
SIDj, Pgs;j ,wj,1j)

SC login

Input password MPK;

*RUK=H(Tr1|| MPKj)

*U=H(*RUK|| Peuill i)
=I; ©*y;

Check if *w; =w; ?

RUP=H(Tro|| UIDj)

Mi=H(Ui[| Poui || Trall 1)

Select random nonce K;

Di= K; @ M;

Choose the RSN from S,, and SIDs, denotes

the SID set of S,.

{ RUPI ,Wis DI B M| ,TRZB SIDS& }

>

Checks if Tcg- TR2> AT ?

Bl @ >R EmER

5 FE L RER R

T A BILERE % - :T‘*'u'f!'—\ﬂ

ir
VA pRHEFERPEFNE g ALK 5 - B

?"‘% EFAe RS T

BFLPEE PR

1. PR /?JF‘? B7 4

R B B e W B2
WA 0 M EAT D R

PRTHOTNBELRERBEE > LT T P EL R E

rﬁm A %u'w ETLRY:

>0 = sk 54
?\'—‘S:'-‘pg P:}\:{ES_/” ﬁg_&m &

B E’g g ﬁﬁ—“r‘i(

=7 22 =X
BOFE P

The RSN (§)) (the known information: SID;, Pgg;j ,W;, ;)

GWN(the known information: Pgwn, l5j={SID;, RSP},
Pesj }, lui=

{ Peui, UIDi})

Uj=w; ®r;

Li=H(Pgsjl| Trall Ts2l[SIDy) @ v

{ RUPin Wi, Di9 Mi s TRZ: TSZa Wj9 Ljn SIDS& }

Checks if
rj:H(RSPj

W

Teo—Ts2>AT?
IPewn)

U=w;®r
U= Lj ®H(Pgsjl| Tral| Ts2lSID;)
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checks if *u; =u;?
For each UID do
*RUP;=H(Tr,|| UID;)
Checks if any *RUP; = RUP; ?
if yes, continue process ,or
authentication fails.
ri=H(UID;[[Pownl| Peui)
*Ui=W; D r;
*M=H(*uill Peui [l Trell i)
check if *M; =M; ?
Ki=D; ®*M;

Bl- PIRERBERRME B2 FanlEE

Ba RS BER
GEEPHRERFLRENE R LR AA LG PRAEFERIIR Y ¥R kit 2
BE T s BB T &R R B E ID’P&&W%%%&%%%? bigEp e

AR TG L BRI K BRI ERG IR TR T LA PRSP L LRE L

Pl R

s
-

~m

GWN(the known information: Pgy, Isj={ SID;, RSP}, Sensor node (S;) (the known information: SID;,

Pasj ,W;,Ij)
Pasj }, lu={RUP;, Pgui , UID;})

For each sensor node S;jin S,

OSPj= H(rj[|SIDj|| Tes|[Tsall Tra)-

OSKj= H(rjl| Pes; || Tesl[Ts2ll Trz)

OS;=0SP;® OSK;

GCij= H(OSPj[| Tes||Ts2l| Tre) ©K;
{OS;, Tes, Tsz, Tra, OSK;, G;ij}

z

Checks if Tes- Tez>AT ?

*0SPj= 0S,® OSK;

OSP= H(r[[SIDj|| Tesl[Ts2ll Tr2)

Check if *OSP; = OSP;?

Ki =GC;j; @H(OSPj| Tes|[Tszl| Tr2)

Choose random nonce K;

SK=H(K/®K;)

OCi=HH(r;) || Tes|[Ts2l| Trall Tss) @K
{ OCij, Tas, Tsz, Tro, Ts3, OSP; }

&‘%

Check if ch,- T53>AT ?

11



Check if OSP=H(rj||SIDj|| Tas|[Tszl| Tro) ?
Kj=OCj; © H(H(ry) || Teal|Tszll Trll Tsa)
OUj; =H(H(r}) || Tesl[Tsal| Trall Ts3) ©K;

MENBESECI BIRARY > JEBRERILE T BEREE T
Timwmfiﬁﬁﬁ¥ﬁﬁ$@ﬂ AR NS It D R R SRR RS- KA
o 3 R R EHE AL 2o

ek M AL FRPIFEAARE > TP R TN BERRAEE > BT ORI PR

p
M BT BvRY % TR BRRON P AT RIFE 0 T T LA PR LRER

User(U;) (the known information: UID;, RUK;) GWN(the known information: Pgwn, Isj={ SID;, RSP, Pgs; },
lui={ Pgui, UID; })
Vii=H(UID;|Iri| Tes|[Ts2|| Trall Tsa)
OVij: OUij @Vij
{ Vi ,OVij, Tes, Tso, Tro, Tsz, Tea)
<

=

Checks if Tey- Tes>AT 2

Checks if Vi = H(UIDj||ril| Tesl[Tszl| Trell Tsa)
OUj= OVjj @V

KJ: OUij @ H(H(ri) || TG3||T52|| TRZ” TSS)
SKi=H(K®K))

Bl1 : &4v BIFE

Bois it FR TR PRSI 6 Gt B R HT - TS BRI R
it RS BRI SR )RR R L T
MRS A GREB A KPR T AR SB R RRL- BT AR 2 R

I~ itk

Bip— @A) AP INE S SRR DBINITR R KT AP R IRNEE 2 KHARB I
FEEE L 2 ERFRP RS FAB I v E X 2U PP R V- BERATERV R &I

P AR R wfﬁﬁ%ﬂmﬁﬁ¢PWB’MTAW%@F®WﬁWF%?
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AR PIuERE 2LV EY AT FTRBF AR N TLES S RTE EV N ET 2

W LARLEAY Y AR % 2 FM S X 2 PFMIE G 28
® L 2NEMHIHRE D EHEARLLINERRDLE P o AP F TR N RS
EHIERFEZELT I BHE FBRAPRARE O 3 EE AT LB L ERY
R EBEAZT2RET > AL XOREFE & 8 RERL T FRVERELTE L 24T
oI AR S RE TR (0 BRI o (AR R AL F £ 4G

&@ﬁ@ﬁﬂi%iﬁimo

O AIRHELX M ATERINFEES F3 WAL AROMI REB &
LA R IIH G H0 R LT SRR 2 v Ry kel - Y gt
(FRuE s 7 DAL AR T IRU R R AL AR SRR 0 ot T O FHIRE S 2 A

#E e

® BABEL 2EE I AFHANY PR AR ERES N BERES N o
SRR AR ERFF IR IS R L SRERA L 6 L
%%éib%ﬁﬁxsi’ﬁaw%ﬂ#ﬁﬂﬁ%@ﬁ%%’${z¢ﬁﬁ%ﬁa#m’—
LRYFERFEARBAFETFD LA p e hb g THEAL P ZRTFH > ELHF

£ (80 BT RAA R PR > T ARG ARA LR A
E@P%m$%w%%$&¢m$%
P #r P &Rl RART UL ERAFFORAAE L T U] & 2D
B o

“3;

(

A R R TR N AR BRI B T S 5 o AP i

(s

R 2% e

SO LA Ak g 5

# B A s # (man-in-the-middle | &8s ¥ - & L g 5 #F —fg R A 'fg A g g
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attacks)

EPE Y B 2 e iy
2B F R K A TG AU F de
ERE RIS AN P aBd e
FOURERILE AR Y AT Ao e
2P s ’Kézﬁ‘i SRR BT IRE i
B 7 A 3ok Sk 0 XOR h3t B 0 7
PR A T O F T R s B

R

¥ 7 ¥ (replay attacks)

Fl0 I A PR A TR
AT EE2ERPMIRL EHRTT UG

Tk i

B f < # (impersonation attacks)

fg]ig;‘;igzr—-ﬁ- RN S RTI ANV K
Fefridk o AP0 AP 3 ILET MR R
& = @s‘ifﬁﬁ%%‘u’,a"ﬁ{@ Fe £ Wiy
[Ds 7R Ee? 2hiR * ¥ &3 oL

FenBEe [ D3 TT gk SR

%ow RO B o F

(stolen-verifier attacks)

e g@m%%%%%ﬁ%%
(Verification Table) » FIALe &% g

RN F WL TR R LR
HE AR R T LA 2 AP
WP R lé AR ERTE A T T U

Ttk T @t

i + pL 2 37 % (smart card

breach attacks)

PUERITHR AN RIS LR R Y ﬁ*"’%
T R e ﬂ P BEAR AT E S TR

I P AR e L R PR S

Rl P R F R REEE S R
ERznAd) ‘a"’@i ”2%%’14:1?%‘ REL - B
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5

RO R F s #F (privileged

insider attacks)

PREIT L & A TG RPN T FHEA T
PG A BRR Y F g

AL HRY LG AT B AN
AP > BAES e £ 8 Fpdpd B ki

BT S k3 B R AR

& + A iF B~ # (stolen smart

card attacks)

L

SR AR AL F B g
&ﬁﬁ%%ﬁ%4ﬁ%

>B\-

=

FHL o vig i g

oo LB GPEAE R RE T R R
ST T R LS L SR

x’zﬂ*ﬁ R - BB

g% — fRF ~tRELE RIEE (T
% € % » st ¥ (many logged-in
users with the same login-id

attacks)

F1* LR entREiE T S BE BT dok PR
BILLRLT Ny VRIS - 2 o
Fer A o kAP EglY o At £
B FE N A PR Y B oWk LB g

Rz E F

P AR

% 7% 13 sx 3T ¥ (password change | * #E s HE A EBF| R # ¥Rt FRER

attacks) BABZ T B A0 '%ZE?;LJ‘J wEFEERY
Fma2hxign ﬁf% B AR P RAE
S P paEd R SREEFHR T
REEP~ 1T R AB K 3P B R

B W B (GWN | SE@ B ReRME R # @Y F505 H

bypassing attacks) IRER ST N nFRAFE o AP

P Aok BRI E R o NG R

BRIBOT MR ERZEFGE
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FE %7 JR 7% 37 #F (denial-of-service | FL¥T/RI33CHE T A 2 3 b K chsc > A4
attacks) A& E = Ko G A T xR
s & F RS b $o1E: 3 200 LR R
PR T 0 ﬂ\%%f | 70k E AR TS SNt

AP TN GPATEF G R F R R AP R R E R A A kT
it T IRV EIE SN

+

BEOGE KT Ei T K RREERIL R 2 R E0 R

P Das ML. Khan Chen D. He H.Yeh[9] Daset Xueet M. Our
[24] and and [8] (2011) al. [4] al. [2] Turkanovi  proposed
(2009) Alghath ~ Shih[21] (2010) (2012) (2013) c'et scheme
bar[22] (2010) al.[13]
(2010) (2014)
T 2o
13 R No Yes Yes No Yes Yes Yes Yes Yes
= .
24 EX- 1 No No No No Yes Yes Yes Yes Yes
& 6 15 B IR BE 4
No - No No - Yes - Yes Yes
r
R BB No Yes No Yes No Yes Yes Yes Yes
RS EE >
¥ (xF 3
No No No No No No No No Yes
AL
)
Reply attack Yes Yes Yes Yes No Yes Yes Yes Yes
Stolen-verifier
a3 =
and privileged No Yes No No Yes - Yes Yes Yes
3
insider attacks
Denial-of-serv
No Yes No - - Yes - Yes Yes
ice attacks
GWN
bypassing No Yes No No Yes - Yes Yes Yes
attacks

MR BABIEEE 2TH: B F R - BREORRARREF LY A F, FEFIRIP A FESAEE, REY O
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P4

-

AFF L FHFEET 6 LR BRA L ;
ﬁﬁﬁ%&ﬁmﬁ;gah X 1
PRPL N BRETAFERELIALTR 0 G2 BREAHLIERE  RRA

Hoad o AP - ke AN EA3IETITFETH z

m
>
O
=
)
(15§
-
[

IR EE T

Das ML.  Khan and Chen D.He H.Yeh Das et al. Xue et M.Turkano  Our
[24] Alghathbar  and [8] [9] (2011) [4] (2012) al. [2] vic” et proposed
(2009) [22] (2010)  Shih[21] (2010) (2013)  al.[13] scheme
(2010) (2014)
i % “'F*f 3Ty 4Th 4Ty, 5Ty Th+2Tecc 5Th+1Tgp 7Th 7Th 8Th
R PIEE Th 2Ty 1Ty 1Ty 3Th+2Tecc - 6Th 5Ty 5Ty
4Ty 6Ty 5Th 5Th AT +4Tece 2Th+1 Tep 13Ty 7 Th 14 Th
R
Pl - 2Ty - - - 2Th+3 Tep - - -

Ty: the time for the hash operation; Tecc: the time for ECC decryption/encryption; Tgp: the time for symmetric key decryption/encryption

= g 212
VA A "‘P 7— F 'éﬁ

EY O APRNASEEMET ARMPERIRRET - BATIRLEY £ 0 M- BT

F_k
i
=)
U2

ARt AP R ARSI L S BR Y H- BRMESNT 8 AR R BRER
PR AR AR PR B 2 R B SRR B RN bR
FRBEET  LABAMOBY L E - BRIk A RRERIRRDOER B P FET - FR R
N- BEFORBEE AGHRILAT IR A DI R AT IR OREBEB AR BA-H D
REET O S RE AR REF A B2 % e SHAETF) NOWIA2015 & 2 E@ 4% » 7] gus &

4N BATR I T A R T L f AP TR R AL Y LB L et
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Abstract
With the trend of IoT, Radio frequency identification (RFID)
technique is getting more and more popular. The RFID system is
constituted by the database, readers and tags, which the tag should pass
the 1dentification procedure of the reader via the identification data in
database. During the identification process, the tag is easily exposed to an
attacker due to their long sojourn time in RFID system. Usually, there are



two security topics in RFID systems, which are privacy protection
authentication protection and anti-collision algorithm. Recently, the
researches in RFID systems catch much attention and they usually focus
on one topic of them. In this paper, we try to review the papers in both
study topics and discuss the new and possible security design way to
develop a robust and efficiency security solution in RFID systems. The
new security solution in RFID systems is to keep the tag’s private
information from being revealed or tracked by any adversary when tags
communicate with a reader through an unencrypted channel, usually
including collision prevention and privacy protection. Our work finds the
parameters and anti-collision scheme can be employed in authentication
protocol in their respective scheme, which is new and novel security
design and is very helpful for enhancing the security in RFID systems.
Hence, in this paper, we try to discuss possible combinations of
parameters in both authentication and collision prevention algorithm in a
new security mechanism design. We believe this work can be an early
study of new security solution design and useful in future RFID systems.

Keywords: RFID, IoT, Privacy Protection, Anti-collision, Authentication.
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